CHAPTER XI |

SPECI AL ACCESS PROCGRAMS

12-100 Policy

It is the policy of the Department of Defense to use the security
classification categories and the applicable sections of E.0. 12356 (reference

(g)) and its inplenenting 1S00 Directive (reference (h)), to limt access to
classified information on a “need-to-know" basis to personnel who have been

determned to be trustworthy. It is further policy to apply the “need-to-know
principle in the regular systemso that there will be no need to resort to
formal Special Access Prograns. In this context, Special Access Prograns may

be created or continued only on a specific show ng that:

a. Normal managenent and safeguardi ng procedures are not sufficient to
limt “need-to-know or access; and

b. The number of persons who will need access will be reasonably small and
commensurate with the objective of providing extra protection for the
i nformation involved.

12- 101 Establishment of Special Access Prograns

a. Procedures for the establishment of Special Access Programs involving
NATO classified information are based on international treaty requirenents (see
DoD Directive 5100.55 (reference (ee)).

b. The policies and procedures for access to and di ssem nati on of
Restricted Data and Critical Nuclear Wapon Design Information are contained in
DoD Directive 5210.2 (reference (old)).

c. Special Access Prograns for foreign intelligence information under the
cogni zance of the Director of Central Intelligence, or those of the National
Tel ecommuni cati ons and Information Systens Security Conmittee originate outside
the Departnent of Defense. However, coordination with the DUSD(P) and the
Conponent’s central point of contact is necessary before the establishment or
i npl enent ati on of any such Prograns by any DoD Conponent. The information
requi red by paragraph 12-105 a. wll be provided.

d. Excluding those Progranms specified in paragraphs a., b., and c., above,
Speci al Access Prograns shall be established within the MIlitary Departments

by:

1. Submtting to the Secretary of the Departnent the information
requi red under paragraph 12-105 a.;

2. otaining witten approval fromthe Secretary of the Departnent;

3. Providing to the DUSD(P) a copy of the approval; and
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4. Maintaining the information and rationale upon which approval was
granted within the Mlitary Departnent’s central office.

e. Special Access Prograns, other than those specified in paragraphs a. |
b., and c., above, that are desired to be established in any DoD Conponent
other than the Mlitary Departnents shall be submtted with the information
referred to in paragraph 12-105 a. to the DUSD(P) for approval.

12- 102 Revi ew of Special Access Prograns

a. Excluding those Prograns specified in paragraphs 12-101 a., b., or c.,
each Special Access Program shall be reviewed annually by the DoD Conponent
responsi bl e for establishment of the Program To acconmpdate such reviews, DoD
Conponents shall institute procedures to ensure the conduct of annual security
i nspections and regularly schedul ed audits by security, contract
adm ni stration, and audit organi zations.

b. Special Access Prograns, excluding those specified in paragraphs 12-101
a., b., ore., or those required by treaty or international agreement, shall
terminate autonatically every 5 years unless-reestablished in accordance with
the procedures contained in subsection 12-101.

12-103 Control and Adm nistration

a. Each DoD Component shall appoint an official to act as a single point
of contact for information concerning the establishnment and security
adm nistration of all Special Access Prograns established by or existing in the
Conponent.  Such official shall report to the DUSD(P):

1. The establishnent of a Special Access Program as required by
paragraph 12-101 d4.3.; and

2. Changes in Program status as required by paragraphs 12-105 b. or c.

b. Oficials serving as single points of contact, as well as nenbers of
their respective staffs and other persons providing support to Special Access
Prograns who require access to nultiple sets of particularly sensitive
information, shall be subject to a counterintelligence-scope pol ygraph
exanmi nation aperiodically but not less than once every 5 years. Additionally,
such testing will be subject to the linmitations inposed by Congress. The
program for each DoD Conponent, as well as requests for waiver, shall be
submtted for approval by the DUSD(P).

12- 104 Codewords and N cknanes

Excl uding those Programs specified in paragraphs 12-101 a., b., and c.,
each Special Access Programw || be assigned a codeword, a nicknane, or both.
Codewor ds and ni cknames for Special Access Prograns shall be allocated solely
by the DUSD(P) through the official appointed under subsection 12-103. DoD
Components may request codewords and ni cknames individually or in block. If
codewords or nicknanmes are obtained in block, however, the issuing Conponent
shal |l pronptly notify the DUSD(P) upon activation and assi gnnent.
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12-105 Reporting of Special Access Prograns

a. Report of Establishnent. Reports to the Secretary of the Mlitary
Depart ment or the DUSD(P) required under subsection 12-101 for Special Access
Prograns shall include:

1. The responsible departnent, agency, or DoD Conponent, including
office identification;

2. The codeword and/or nicknane of the Program

3. The relationship, if any, to other Special Access Prograns in the
Departnent of Defense or other governnent agencies;

4. The rationale for establishing the Special Access Program including
the reason why normal managenent and safeguarding procedures for classified
I nformation are inadequate;

5. The estimated nunmber of persons granted special access in the
responsi bl e DoD Comporent; oOther DoD Conponents; other governnment agencies;
contractors; and the total of such personnel;

6. A summary statenment pertaining to the Program security requirenents
wth particular enphasis upon those personnel security requirenents governing
access to Program information;

7. The date of Program establishnent;

8. The estimated nunber and approximate dollar value, if known, of
carve-out contracts that wll be or are required to support the Program and

9. The DoD Conponent official who is the point of contact (last nane,
first nane, mddle initial; position or title; mailing address; and tel ephone
nunber) .

b. Annual Reports. Annual reports to the DUSD(P) shall be submtted not
| ater than 31 January of each year, showing the changes in information provided
under paragraph a. , above, as well as the date of last review. Annual reports
shall reflect actual rather than estinmated nunbers of carve-out contracts and
persons granted access and shall summarize the results of the inspections and
audits required by paragraph 12-102 a. The effective date of information in
t he annual report shall be 31 Decenber.

c. Termination Reports. The DUSD(P) shall be notified inmrediately upon
termnation of a Special Access Program

12-106 Accounting for Special Access Proqrans

The DUSD(P) shall maintain a listing of approved Special Access
Pr ogr ans.

Xl-3



12-107 Limtations on Access

Access to data reported under this Chapter shall be limted to the DUSD(P)
and the m ni num nunber of properly indoctrinated staff necessary to performthe
functions assigned the DUSD(P) herein. Access may not be granted to any other

person for any purpose w thout the approval of the DoD Conponents sponsoring
t he Special Access Prograns concerned.

12-108 “Carve-Qut” Contracts

a. The Secretaries of the Mlitary Departnents and the DUSD(P), or their
desi gnees, shall ensure that, in those Special Access Prograns involving

contractors , special access controls are made applicable by Iegally binding
i nstrunents.

b. To the extent necessary for DIS to execute its security responsi-
bilities with respect to Special Access Prograns under its security cognizance,
DI S personnel shall have access-to all information relating to the
adm nistration of these Prograns.

¢c. Excluding those Progranms specified in paragraph 12-101 c., the use of
“cane-out” contracts that relieve the DIS frominspection responsibility under
the Defense Industrial Security Programis prohibited unless:

1. Such contract supports a Special Access Program approved and
adm ni stered under subsection 12-101;

2. Mere know edge of the existence of a contract or of its
affiliation with the Special Access Programis classified information; and

3. Carve-out status is approved for each contract by the Secretary of
a Mlitary Departnent, the Director, NSA the BUSD(P}, or their designees.

d.  Approval to establish a “carve-out” contract nust be requested from
the Secretary of a Mlitary Department, or designee(s), the Director, NSA or
desi gnee(s), or in the case of other DoD Conponents, from the DUSD(P).
Approved “carve-out” contracts shall be assured the support necessary for the
requisite protection of the classified information involved. The support shall
be specified through a system of controls that shall provide for:

1. A witten security plan;
2. Professional security personnel at the sponsoring DoD Conponent
performng security inspections at each contractor’'s facility which shall be

conducted, at a mnimum wth the frequency prescribed by paragraph 4-103 of
DoD 5220.22-R (reference (j));

3. “Carve-out” contracting procedures;

X1-4



4, A central office of record: and

5. An official to be the single point of contact for security
control and admnistration. DoD Conponents other than the MIlitary Departments
and NSA shall submt such appropriate rationale and security plan along wth
requests for approval to the DUSD(P).

e. An annual inventory of carve-out contracts shall be conducted by each
DoD Conponent which participates in Special Access Prograns.

f.  This subsection relates back to the date of execution for each contract
to which carve-out contracting techniques are applied. The carve-out status of
any contract expires upon termnation of the Special Access Program which it
supports.

12-109 Oversi ght Revi ews

a. The DUSD(P) shall conduct oversight reviews, as required, to determne
conpliance with this Chapter.

b. Pursuant to statutory authority, the Inspector General, Departnent of
Def ense, shall conduct oversight of Special Access Prograns.
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